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@ A method and apparatus for fairly allocating a 
shared resource among N operating devices of 
a computer system. The resource allocation Is 
implemented by operating the shared resource 
to process data for each of the N operating 
devices In a round robin manner, through a 
series of time slots. The shared resource pro- 
cesses up to a fixed maximum amount of data 
during each time slot 
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Field of the Invention 

The present invention is directed to a method and 
apparatus for allocating processing services of a 
shared resource among a plurality of operating devic- 
es of a computer system. 

Background of the Invention 

Modern computer systems often comprise a plur- 
ality of operating devices and a shared resource. The 
operating devices can comprise, e.g., I/O controllers 
such as serial communication controllers in a line in- 
terface card arranged to couple a plurality of data 
transmission lines through corresponding modems to 
a processor. The processor is therefore shared by the 
communication controllers to process data, typically 
in the form of data packets, received at or to be trans- 
mitted by the serial communication controllers. 

In known computer systems, a common memory 
is used to buffer data packets between the shared 
processor and the serial communication controllers. 
The common memory is typically divided into a plur- 
ality of buffers and each seriai communication con- 
troller is allocated a fixed number of buffers for buf- 
fering of data packets received at or to be transmitted 
by the respective serial communication controller. 
Each data packet is stored in a separate buffer, but a 
single data packet may be stored in several buffers If 
its size is larger than the buffer size. The shared proc- 
essor polls the buffers in a round robin fashion, 
through a sequence of time slots, to process one buf- 
fer per time slot. 

However, in many applications, the data packets 
received at or transmitted by each of the serial com- 
munication controllers may vary in size from a few 
bytes to several bytes in length. The amount of proc- 
essing time required to process each data packet is 
approximately proportk)nal to the size of the data 
packet A serial communication controller that typical- 
ly receives relatively large data packets can dominate 
the use of the shared processor when the processor 
follows a round robin schedule that fixes the process- 
ing of data packets to one buffer per time slot. This is 
because each relatively large data packet may com- 
pletely fill one buffer and may even fill more than one 
buffer. Thus, the shared processor will be required to 
process a relatively large amount of data during each 
time slot allocated to the buffers of the serial commu- 
nication controller receiving relatively large data pack- 
ets. 

A serial communication controller that receives a 
series of relatively small data packets will, on the 
other hand, only partially fill each one of several buf- 
fers, one data packet per buffer, with only one of its 
buffers being processed by the shared processor dur- 
ing each round robin polling cycle. The serial commu- 
nication controller may therefore run out of available 



buffers before the shared processor can completely 
process all of the relatively small data packets. Thus, 
the one buffer per time slot processing scheme typi- 
cally utilized In computer systems is often deficient in 
5 operating environments wherein the amount of data 
requests to be processed during each scheduled time 
slot varies greatly from device to device. 

Summary of the Invention 

10 

The present invention provides a resource alloca- 
tion scheme that is deterministic in a manner that as- 
sures a fair allocation of a shared resource among a 
plurality of operating devices of a computer system. 

15 According to the present invention, the processing ca- 
pabilities of the shared resource are allocated among 
the operating devices such that the shared resource 
processes at least one buffer per time slot and con- 
tinues to process data in a second and subsequent 

20 buffers allocated to the same operating device during 
the same time slot, up to a fixed maximum amount of 
data, e.g. a fixed maximum number of bytes. In this 
manner, several buffers can be processed in a single 
time slot when each buffer is used to store a relatively 

25 small sized data packet, yet at least one buffer is proc- 
essed during each time slot for each operating device 
to achieve an equitable allocation of the shared re- 
source while making progress in the data processing 
for all of the operating devices. The invention in its 

30 broad form resides in a method for allocating a shared 
resource among N operating devices in a computer 
system, the method comprising the steps of: provkJing 
a plurality of buffers; allocating preselected sets of the 
plurality of buffers to the N operating devices, one of 

36 the preselected sets of the plurality of buffers being al- 
located to one of the N operating devices for the stor- 
age of data relating to the respective one of the N op- 
erating devices; operating the shared resource to poll 
the plurality of buffers in a round robin scheme, 

40 through a series of time slots, for processing of data 
stored in the plurality of buffers; and operating the 
shared resource during each time slot to process data 
stored in at least one buffer of one of the preselected 
sets of buffers and to continue to process data in a 

45 second and subsequent buffers of the one of the pre- 
selected sets of buffers so long as the total amount of 
data processed in the time slot is less than a prede- 
termined maximum amount of data. 

50 Brief Description of the Drawings 

A more detailed understanding of the invention 
may be had from the following description of a prefer- 
red exemplary embodiment, to be read in conjunction 
55 with the accompanying drawing wherein: 

Fig. 1 is a block diagram of a line interface card 
incorporating the resource allocation scheme In an 
embodiment of the present invention. 
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Fig. 2 is a block diagram of the line interfaces and 
common memory of the line interface card of Fig. 1. 

Detailed Description 

5 

Referring now to the drawings, and initially to Fig. 
1 , there is illustrated a low speed synchronous trans- 
mission line interface card 10. The line interface card 
10 is coupled to a distribution panel 12 provided with 
eight serial ports 14, each to be coupled to a modem 10 
to provide eight separate and independent low speed 
communication channels for the line interface card 
10. The distribution panel 12 supports, e.g., connec- 
tivity for one of the V.11/EIA-RS422, V.35 and 
V.28/EIA-RS-232-D modem control and signalling is 
standards having a range of line speeds of from 1.2 
to 64K bps. The ports 14 are coupled by a 50 wire 
cable 16 to a line interface 18 which comprises three 
Motorola MC68302 Integrated Multi-Protocol Proces- 
sors, each of which comprises three tine interfaces 20 
20. The MC68302 processors support 16 and 32 bit 
CRC generation and checldng, HDLC and LAPB data 
link layer protocols and Ni^ and NFlZi data encoding 
formats. 

The line interface card 10 utilizes a subset of 2S 
each of the line interface processors 20, namely the 
three serial communication controllers (SCC) in each 
processor comprising a line Interface 20, for a total of 
nine SCC facilities. Eight of the SCC's are used for 
serial communication control, each dedicated to one 30 
of the eight ports 14 of the distribution panel 12. The 
ninth SCC is used to multiplex the modem and module 
signals required by the line interfaces 20 and the eight 
modems coupled to the ports 14 across a subset of 
the wires of the 50 wire cable 16. 3S 

Referring again to Fig. 1 . a processor 22 compris- 
es a Texas Instrument TMS320C25 processor and is 
the main processing engine on the card 10. 

The eight interfaces 20 provided by the SCC*s of 
the MC68302 processors can, at any one time, re- 40 
celve and/or transmit up to sixteen different data 
packets simultaneously. Accordingly, the processor 
22 is a single, high speed resource that is shared by 
the eight low speed line interfaces 20 supported by 
the line interface card 10. The processor 22 must be 45 
able to process data packets faster than the total 
packet arrival/transmit rate through the eight line in- 
terfaces 20. The processor 22 is also coupled to a 
backplane bus interface 26 through the bus system 

21 for coupling to a backplane bus 15. The backplane so 
bus 15 can be used to couple the line interface card 

1 0 to a computer system (not illustrated). 

Pursuant to a feature of the present invention, a 
common memory 24 is provided on the line interface 
card 10 to buffer data packets between the shared ss 
processor 22 and the eight line interfaces 20 (see Fig. 
1). The line interfaces 20, memory 24 and processor 

22 are coupled together by a bus system 21. 



The memory 24 is divided into a plurality of buf- 
fers 23 and each interface 20 is allocated a fixed num- 
ber of buffers 23 for buffering of data packets re- 
ceived at or to be transmitted from the respective line 
Interface 20. For example, each line interface 20 can 
be allocated four 128 byte capacity buffers 23, as il- 
lustrated in Fig. 2. The line interfaces 20 are coupled 
to the common memory 24 for packet read and write 
access by a bus 21 A of the bus system 21. 

An arbitration scheme is implemented to arbitrate 
between the line interfaces 20 for access to the bus 
21 A so that the interfaces can read and write data 
packets over the bus to the respective allocated buf- 
fers in the memory 24. For example, the arbitration 
scheme disclosed in Copending Application Serial 
No. , . (PD91.0258) entitled EFFICIENT 
ARBITER, filed concurrently herewith, can be utilized 
to efficiently arbitrate between the line interfaces 20 
for access to the shared common memory 24. 

During the operation of the line interface card.10, 
each line interface 20 of the line internee card 10 can 
receive or transmit Individual data packets that vary 
in size from, e.g., 4 bytes to several thousand bytes. 
Accordingly, multiple 128 byte buffers may be re- 
quired to store a single data packet. Each line Inter- 
face 20 and the processor 22 are arranged to "chain" 
several of the buffers 23 to one another when required 
to store a data packet having more bytes than the 128 
byte buffer capacity, as illustrated in Fig. 2 by the 
cross-hatching in the packet example for the buffer 
region allocated to line interface 0. On the other hand, 
a series of small packets, each having a number of 
bytes less than the buffer capacity, are each placed 
in a separate buffer 23, as illustrated in Fig. 2 by the 
cross-hatching in the packet example for the buffer 
region allocated to the line interface 1. 

The amount of processing time required by the 
shared processor 22 for each data packet is approx- 
imately proportional to the number of bytes in the data 
packet Thus, when data packets of varying sizes are 
received in or transmitted from the various line inter- 
faces 20, those line interfaces 20 regularly receiving 
or transmitting relatively targe packets can dominate 
the use of the shared processor 22. 

To assure an equitable distribution of the process- 
ing resource, the present invention provides a deter- 
ministic scheduling scheme to service the data pack- 
ets for each of the line interfaces 20. Pursuant to a 
feature of the present invention, the processor 22 is 
scheduled to service the buffers 23 allocated to each 
line interface 20 on a round robin basis, in a series of 
processing time slots, one time slot for each line in- 
terface 20. During each time slot, the processor 22 
processes a data packet or portion of a data packet 
stored in at least one buffer 23 of the respective line 
interface 20. 

Processing of data packets or portions of data 
packets stored in a second and subsequent buffers 
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23 allocated to the respective line interface 20 during 
the same time slot is continued or postponed as a 
function of the number of bytes processed during the 
time slot, as measured at the end of processing of 
each buffer 23. Each scheduled processing time slot 
for each line interface 20 is limited to a fixed maximum 
number of receive or transmit bytes. The maximum 
number of bytes is called a threshold value and is re- 
lated to the buffer size. For example the threshold val- 
ue for 128 byte buffers can be set at 128 or more 
bytes. 

An account of the number of transmit and re- 
ceived bytes processed in the current time slot is 
maintained by the processor 22. After the processing 
of, e.g., a received data packet stored in a first buffer, 
the processor 22 will compare the number of bytes 
processed in the first buffer with the threshold value 
and determine the number of additional bytes that can 
be processed during the current time slot. If the num- 
ber of bytes processed in the first buffer equals or ex- 
ceeds the threshold value, the processor will move on 
to the next time slot and begin to process the buffers 
23 allocated to the next line interface 20. However, If 
the number of bytes processed in the first buffer does 
not equal or exceed the threshold value, the proces- 
sor 22 will read the size of the data packet in the next 
buffer 23 from the corresponding line interface 20. 

When the number of bytes stored in the next buf- 
fer 23 is less than the number of additional bytes that 
can be processed during the current time slot, the 
processor 22 will proceed to process the next buffer. 
Otherwise, the processor 22 will move on to the next 
time slot. As should be understood, the processor 22 
will continue to process buffers until the number of 
bytes in a next buffer equals or exceeds the number 
of additional bytes that the processor 22 can process 
in the current time slot Any data packets not process- 
ed during a time slot will be processed during the next 
time slot for the respective line interface 20 according 
to the round robin scheme. 

Similarly, on transmit of data packets, the proces- 
sor 22 will process and transmit at least one buffer 
size number of bytes. Further transmit processing will 
proceed to a next buffer only if the number of bytes 
for the next buffer does not equal or exceed the dif- 
ference between the number of bytes already proc- 
essed during the time slot and the threshold value. 

An example of the operation of the resource allo- 
cation scheme of the present invention will now be de- 
scribed with reference to Fig. 2. Line interface 0 has 
received a 140 byte data packet that is stored in two 
"chained" buffers 23, as illustrated by cross-hatching, 
with 128 bytes stored in a first buffer 23 and the re- 
maining 12 bytes stored in a second buffer 23. In ad- 
dition, four 4 byte data packets have been received by 
line interface 1 and stored in four different buffers 23, 
also as illustrated by cross-hatching. 

During the time slot dedicated to line interface 0, 



the processor 22 will read and process the bytes stor- 
ed in the first buffer 23 allocated to line interface 0. 
After the completion of processing of the bytes of the 
first buffer 23, the account of bytes processed main- 
5 tained by the processor 22 will equal 128. Thus, the 
threshold of 128 bytes has been equaled and the 
processor will move on to process the buffers 23 al- 
located to line interface 1. The 12 bytes stored in the 
second buffer allocated to line interface 0 will be proc- 
10 essed when the processor 22 has completed a time 
slot for each of the line interfaces of the line interface 
card 10 and begins another round robin of time slots. 

During the time slot dedicated to line interface 1, 
the processor 22 will read and process the bytes stor- 
15 ed in the first buffer 23 allocated to line interface 1. 
After completion of processing of the bytes of the first 
buffer, the account of bytes processed during the time 
slot dedicated to line interface 1 will equal 4. Thus, the 
processor 22 can process up to 124 more bytes dur- 
20 ing the current time slot. Accordingly, the processor 
22 will proceed to process the bytes of the second 
buffer 23 and continue to process the third and fourth 
buffers Inasmuch as the total number of bytes proc- 
essed for all four buffers of the line interface 1 equals 
25 16, far below the 128 byte threshold. When the proc- 
essor 22 runs out of buffers to process during a time 
slot without reaching the threshold, the processor 22 
moves on to the buffers of the next line interface. 
The resource allocation scheme of the present in- 
30 vention is deterministic because several factors relat- 
ing to the operation and the data traffic patterns of the 
network can be determined and used to set the num- 
ber and size of buffers in the memory 24 and the 
threshold value. The time it takes the processor 22 to 
35 process an entire loop of buffers In the round robin 
processing can be determined to establish the num- 
ber of buffers that can be allocated to each line inter- 
face without causing an overflow of buffers allocated 
to any one line interface before the processor returns 
40 to that line interface. Accurate estimates of buffering 
can be made so as to provide sufficient time for the 
processor 22 to handle data traffic through each port 
and return to the port before the buffers for that port 
are full . A maximum amount of bytes per time slot can 
45 be assumed for a worst case calculation of the time it 
would take the processor 22 to process a full loop of 
time slots. This value can be compared to the amount 
of receive and transmit bytes through the line interfac- 
es during that amount of time to determine the ade- 
50 quacy of the number and size of buffers and the 
threshold value for the scheduling scheme. 

The scheduling scheme of the present invention 
provides an equitable allocation of the shared proc- 
essing resource available to the line interfaces 20 so 
55 that the high speed processor 22 can efficiently and 
reliably process data packet traffic through the eight 
communication channels supported by the line inter- 
face card 10. In this manner, the processing required 



4 



7 



EP 0 523 878 A1 



8 



to be performed by the processor 22 can be accom- 
plished for all of the line Interfaces without overflow 
of buffers allocated to any one or more of the low 
speed transmission line interfaces 20. 



Claims 

1 . A method for allocating a shared resource among 
N operating devices in a computer system, the 
method comprising the steps of: 

providing a plurality of buffers; 

allocating preselected sets of the plurality 
of buffers to the N operating devices, one of the 
preselected sets of the plurality of buffers being 
allocated to one of the N operating devices for the 
storage of data relating to the respective one of 
the N operating devices; 

operating the shared resource to poll the 
plurality of buffers in a round robin scheme, 
through a series of time slots, for processing of 
data stored In the plurality of buffers; and 

operating the shared resource during each 
time slot to process data stored in at least one 
buffer of one of the preselected sets of buffers 
and to continue to process data in a second and 
subsequent buffers of the one of the preselected 
sets of buffers so long as the total amount of data 
processed in the time slot is less than a predeter- 
mined maximum amount of data. 

2. The method of claim 1 wherein the predetermined 
maximum amount of data is measured in a max- 
imum total amount of bytes of data. 

3. The method of claim 1 wherein the step of oper- 
ating the shared resource during each time slot is 
performed by maintaining an account of the 
amount of data processed during the time slot, 
reading the amount of data stored in a next buffer 
to be processed during the time slot, comparing 
the amount of data stored in the next buffer to the 
difference between the predetermined maximum 
amount of data and the current value of the ac- 
count and continuing to process the data in the 
next buffer when the amount of data stored in the 
next buffer is less than the difference. 

4. The method of claim 3 wherein the step of main- 
taining an account is performed by summing the 
total amount of data processed during the time 
slot at the completion of processing of data in 
each buffer. 

5. The method of claim 1 wherein the shared re- 
source comprises a processor. 

6. The method of daim 1 wherein each of the N op- 



erating devices comprises a serial communica- 
tion controller. 
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